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the provision of information.




Pupils’ Use of ICT, Mobile Phones and Electronic Devices Policy

Introduction

Rougemont School recognises the central role that Information and Communication Technology (ICT) and
electronic devices now play in both education and the everyday lives of our pupils. Technology brings
significant opportunities for learning, creativity and communication, but it also carries risks which must be

understood and managed carefully.

This policy is intended to support a culture in which pupils are able to use technology confidently,
responsibly and safely. It sets out clear expectations for behaviour, alongside the school’s commitment to

educating pupils about online safety, safeguarding them from harm, and working in partnership with parents.

The expectations outlined here apply to all pupils across the school and to the use of ICT both in school
and, where relevant, outside school, including online activity out of school hours, where it may impact the

safety, wellbeing or reputation of members of the school community.

This policy operates alongside the school’s wider safeguarding, behaviour and anti-bullying policies. This
policy reflects current Welsh Government safeguarding guidance, including Keeping Learners Safe, and is

informed by national expectations for online safety in education.

The Role of ICT in School Life
ICT is embedded across the curriculum and is an important part of how pupils learn, research and present
their work. Through their lessons and the wider life of the school, pupils are supported to develop not

only their technical skills but also their ability to think critically about what they see and do online.

Pupils are taught to question the reliability of online information, to recognise bias and misinformation, and
to understand the longer-term impact of their digital footprint. Alongside this, the school provides
structured opportunities through PSHE, assemblies and pastoral guidance to explore issues such as

cyberbullying, online relationships, and the responsible use of social media.

ICT resources, including internet and network access, are provided to pupils for educational purposes only.
Personal use of the internet or social networking sites during school hours or on the school network is
prohibited. Pupils are provided with personal login credentials for accessing the school’s network, which

must be kept secure and confidential.

Technology in Pupils’ Lives
We recognise that technology plays an increasingly significant role in pupils’ lives beyond the classroom.

While it offers many benefits, it also brings risks such as cyberbullying, identity theft, exposure to



inappropriate content, online exploitation and, more recently, emerging challenges such as misinformation

and misuse of artificial intelligence tools.

Our approach is not simply to restrict use, but to educate pupils so that they are equipped to make good

decisions for themselves. Staff, parents and pupils all play a role in supporting this.

e Pupils are expected to take responsibility for their behaviour online
e Staff provide guidance, supervision and support

e Parents are encouraged to reinforce safe habits at home

The use of artificial intelligence (Al) tools is becoming increasingly common. Pupils must use such tools
responsibly and only in ways that support their learning. Al must not be used to complete work dishonestly
or to generate inappropriate content. Where Al use is permitted, it must always be appropriately
acknowledged. Pupils must not use Al tools for personal advice, emotional support, or the creation of

misleading or inappropriate content.

Further guidance is provided in the school’s Al Policy, which should be read alongside this document.

Mobile Phones and Personal Devices
The use of mobile phones and personal electronic devices is carefully managed in order to support a

focused and safe learning environment.

Pupils in Years 7—I1 1 are required to hand in their phones during morning registration and collect them at
the end of the day. Sixth Form pupils may use their phones only in designated areas, unless given
permission in a lesson. In the Preparatory School, phones are not brought into school except in

exceptional circumstances, and are stored securely during the day.

Devices must remain switched off and out of sight unless specifically authorised by a member of staff.
Where this expectation is not met, devices may be confiscated and further sanctions applied in line with
the Behaviour Policy. In some cases, parents will be informed to ensure consistency between school and

home expectations.

In exceptional circumstances, mobile phones or devices may be required for medical reasons (for example,
monitoring health conditions such as diabetes). In such cases, individual arrangements will be agreed
between the school, parents and relevant staff to ensure that pupils are able to manage their medical needs

safely whilst maintaining appropriate boundaries for use.

At the end of the school day, pupils may use mobile phones on the school site for essential communication,

such as contacting parents or arranging collection. However, the expectations of this policy remain in place,



and the use of devices for filming, photography, social media, or entertainment is not permitted unless
explicitly authorised. Pupils must continue to use devices responsibly and may be subject to sanctions if

expectations are not met.

The school recognises that advances in technology continue to introduce new forms of personal electronic
devices. This includes smart glasses and similar wearable technology that may incorporate cameras,
microphones, internet connectivity, recording capabilities, or live-streaming functions whilst resembling

ordinary eyewear.

In order to safeguard the privacy, wellbeing, and security of pupils, staff, parents, and visitors, the use of
smart glasses is not permitted on school grounds or during any school activity. Such devices may present
significant safeguarding, privacy, and data protection concerns, particularly where images, audio, or video

can be recorded, transmitted, or shared without the knowledge or consent of those being recorded.

Any smart glasses brought onto the school site must remain switched off and stored securely throughout
the school day unless specific authorisation has been granted by the Headteacher for an identified
educational, accessibility, or medical purpose. Failure to comply with this requirement may result in the

device being confiscated and further sanctions being applied in accordance with the Behaviour Policy.

The school asks all members of the school community, including pupils, staff, parents, and visitors, to

support this approach in order to maintain a safe, secure, and respectful environment for everyone.

Expectations and Responsibilities
The same standards of behaviour expected in face-to-face interactions apply equally in the digital world.
Communication should always be respectful, appropriate and considerate of others.

Pupils are expected to:

® use school systems and devices responsibly
® keep passwords secure and respect the privacy of others
e avoid accessing or sharing inappropriate or harmful material

® report any concerns promptly

Staff are responsible for supervising the use of ICT, modelling appropriate behaviour and acting swiftly
where concerns arise. Senior Leaders oversee the implementation of this policy and ensure that staff are
appropriately trained. Governors maintain oversight to ensure that the school continues to meet

safeguarding expectations.

All staff have a responsibility to consistently enforce this policy and to respond promptly to concerns in line

with safeguarding procedures.



Safeguarding and Online Safety
Online safety forms an important part of the school’s safeguarding responsibilities. We recognise that risks
can arise both within and beyond the school environment, and that pupils must be supported to navigate

these confidently.

Through a combination of education, supervision and robust systems, the school seeks to protect pupils
from harm whilst helping them to develop independence and resilience. We acknowledge that internet

safety is a critical aspect of both child protection and general safeguarding.

Our safeguarding approach includes:

e regular staff training
e curriculum-based education for pupils
e monitoring and filtering of school systems

® clear procedures for responding to concerns

All staff involved in supervising pupils’ use of ICT must receive regular safeguarding and online safety

training, which is updated at least annually in line with school requirements.

Our Designated Safeguarding Person (DSP) team is thoroughly trained in the complexities and risks
associated with the misuse of the internet and mobile electronic devices. In collaboration with the Local
Safeguarding Children Board (LSCB) and other relevant agencies, the DSPs actively promotes a culture of

responsible technology use that aligns with the ethos of Rougemont School.

In addition to the DSPs, all staff members with pastoral responsibilities have received specialised training in
e-safety issues, ensuring that they are well-equipped to support pupils in navigating the digital world safely.
The school’s comprehensive PSHE programme on e-safety, ensures that all year groups are educated on the
risks associated with online activities and the importance of responsible online behaviour. The DSP team is
responsible for addressing and managing any allegations of internet misuse that poses a safeguarding risk,

maintaining a safe and secure environment for all pupils.

The school’s ICT infrastructure is managed by Student Keeper. While they support the technical
management of systems, overall responsibility for safeguarding and the safe use of technology remains with
the school. Access to certain websites is restricted to protect pupils from harmful content. The school
monitors the use of the internet and emails and reserves the right to report any misuse. Sanctions for
misuse of ICT, mobile phones, or other electronic devices may include detention, confiscation of the
device, or suspension of ICT privileges. In severe cases, such as accessing illegal content or cyberbullying,

the school may involve external authorities.



Parental involvement is actively sought in promoting e-safety. The school provides information evenings and
workshops to help parents understand the risks associated with technology and how to safeguard their
children. This policy is reviewed annually to ensure it remains up-to-date with current legislation,
technological developments, and best practices. The policy is communicated to all pupils and parents at the

start of each academic year.

Responding to Concerns

It is essential that any concerns relating to the use of ICT or online safety are taken seriously and
addressed without delay. Pupils are encouraged to speak to a member of staff or their Head of Year if
something worries them. Staff must ensure that any concerns are passed immediately to the Designated
Safeguarding Person in line with safeguarding procedures. Incidents are recorded and reviewed carefully,
and where appropriate, parents and external agencies may be involved. This clear and consistent approach

ensures that pupils feel supported and that issues are dealt with effectively.

Cyberbullying and Online Behaviour

Cyberbullying is taken extremely seriously. The school adopts a zero-tolerance approach to any form of
bullying, including that which takes place online. Pupils are reminded that their actions online can have a
significant impact on others. Any behaviour intended to harm, intimidate or humiliate another person will

be addressed promptly in line with school policy, and support will be provided to those affected.

Images, Privacy and Social Media

Respect for others’ privacy is fundamental. Pupils must not take or share images or videos without
permission, and must be particularly mindful of situations where privacy is expected. Content shared online
should always reflect the values of the school. Pupils should consider carefully the potential long-term
consequences of anything they post and ensure that their actions do not cause harm to others or bring the

school into disrepute.

Promoting Safe Use of Technology

At Rougemont School, we actively encourage pupils of all ages to utilise reputable online resources to
enhance their understanding of safe technology use. Some of the excellent resources we recommend
include:

Childnet International (www.childnet-int.org)

Digizen (www.digizen.org.uk)

Cyber Mentors (www.cybermentors.org.uk)

Cyberbullying (www.cyberbullying.org)

E-Victims (www.e-victims.org)

Bullying UK (www.bullying.co.uk)



These sites offer valuable information and tools to help pupils navigate the digital world safely and

responsibly.

Pupils are encouraged to develop their own models of good online practice, which are then shared during
Assemblies and discussed in School Council meetings. These models address various online hazards,
including grooming, stalking, abuse, bullying, harassment, and identity theft. Our guidance emphasises the
long-term implications of online behaviour, particularly the risks associated with posting content online. We
stress that once something is uploaded to the internet, it is often permanent, even if deleted, as it may be
cached in search engines, company servers, or internet archives. This awareness helps pupils understand
the importance of careful and thoughtful online interactions, as these can impact their lives years down the

line.

Educational Visits and Trips

The expectations outlined in this policy continue to apply during school trips and visits. Staff will provide
guidance on appropriate use, and, where appropriate, devices may be collected overnight to ensure pupils’
safety and wellbeing. The focus of any visit remains on the experience itself, and the use of technology

should support rather than detract from this.

All use of mobile phones should be done with consideration for the group and under the guidance of
supervising staff in accordance with the Educational Visits Pupil Code of Conduct. Everyone is entitled to a
sense of security and the right to be treated with respect, especially when away on a school trip. The
prevalence of modern technology, including cameras, presents a unique challenge, and this section is

designed to safeguard the privacy, well-being, and safety of all members of the school trip.

Digital Content and Social Media Code of Conduct on Educational Visits

I. No student may create or post any digital content that includes a member of staff without their
permission.

2. All students must respect the privacy of others and avoid taking content without permission.

3. No content should be taken in sensitive locations, such as bathrooms, changing areas, or private
spaces.

4. All posted content on social media platforms must align with the school's values and policies.

5. All students must seek permission before posting content or tagging other students in posts,
respecting their right to online privacy.

6. Respectful and positive language must be used in all social media posts.

7. Students must not share real-time location information to ensure the safety and security of the
group.

8. All content must be appropriate, avoiding anything that could be considered offensive,
discriminatory, or inappropriate.

9. Before posting content, students must consider the potential impact of their online actions and the



potential impact of cyberbullying and if there is even the slightest hint of cyberbullying, refrain from
posting it.
10. Students must report any concerns related to social media content and behaviour immediately to a

member of teaching staff during the trip.

Phones are not permitted on the Junior Residential or on any Junior Trips. Phones are permitted on Senior
School trips, but pupils must be monitored carefully to ensure the Code of Conduct is applied at all times.
Phones will be collected by staff at night and stored. However, where travel to destinations with different
time-zones make communication with parents difficult, pupils may have access to their phones at the

discretion of the Party Leader.

Maintaining a Safe Digital Environment

Rougemont School is committed to maintaining a secure and safe digital environment for all users. To
protect our pupils and staff, the School employs a robust filtering system that blocks access to
inappropriate websites, while continuously monitoring network usage to ensure compliance with school
policies. While external providers assist in maintaining these systems, safeguarding responsibility remains
firmly with the school. Pupils should be aware that use of the school network may be monitored, and that

this is an important part of keeping everyone safe.

Monitoring and Ongoing Development

This policy is reviewed annually, but its effectiveness is considered regularly through ongoing monitoring,
staff discussions and feedback from pupils. The school also seeks to take account of pupil voice, with
feedback from pupils used to inform the ongoing development of our approach to online safety from the
School Council. The school continues to adapt its approach in response to new technologies and emerging

risks, ensuring that practice remains current and effective.

The school will undertake regular monitoring of the implementation of this policy, including review of
incident logs, behaviour records, and safeguarding concerns related to ICT use. Findings will be reviewed by
Senior Leadership and reported to the Governing Body to ensure ongoing compliance with statutory

requirements.

Monitoring is conducted in order to safeguard pupils and ensure compliance with school policy, and is

carried out in line with data protection requirements.

Governance and Accountability
The Governors retain ultimate responsibility for ensuring that this policy is implemented effectively. Senior
Leadership is responsible for the day-to-day operation of the policy, ensuring that appropriate systems,

training and monitoring are in place.



This policy is made available to parents and is published in accordance with statutory requirements relating

to the provision of information.

Conclusion
Rougemont School is committed to supporting pupils in making safe, responsible and thoughtful use of
technology. By working together as a community, we aim to create an environment in which pupils can

benefit from the many opportunities technology provides, while remaining safe and respectful at all times.

Acceptable Use Agreement For Rougemont Devices and Accounts - Senior School
This agreement is to cover Rougemont School devices and the use of Rougemont accounts,

together with the use of Personal Devices when connecting to the Rougemont Network.

v 1 will only use school ICT systems, including the internet, email, digital video, and mobile technologies
for school purposes

v | will not download or install software on school devices

v | will only log on to the school network, other systems and resources with my own user name and
password

v | will follow the school’s ICT security system and not reveal my passwords to anyone and change them
regularly

v | will only use my school email address at school and for work connected to school

v | will make sure that all ICT communications with pupils, teachers or others is responsible and sensible
v | will be responsible for my behaviour when using the Internet. This includes resources | access and the
language | use

v 1 will not browse, download, upload or forward material that could be considered offensive or illegal. If
| accidentally come across any such material | will report it immediately to my teacher

v | will not give out any personal information, such as name, phone number or address, of mine or anyone
else. | will not arrange to meet someone unless this is part of a school project approved by my teacher

v | will ensure that my online activity, both in school and outside school, will not cause my school, the
staff, pupils or others distress or bring the school community into disrepute, including through uploads

of images, video, sounds or texts

v | will support the school approach to online safety and not upload or add any images, video, sounds or
text that could upset any member of the school community. This includes using social media to cause
upset to other members of the school community

v | will respect the privacy and ownership of others’ work on-line at all times

v | will not attempt to bypass the internet filtering system

v’ | understand that all my use of the Internet and other related technologies, inside school, can be
monitored and logged and can be made available to my teachers

v | understand that my use of school accounts outside of school, can be monitored and logged and can be

made available to the school.



v | understand that these rules are designed to keep me safe and that if they are not followed, school
sanctions will be applied and my parent/carer may be contacted, or other outside agencies such as the
police

v On school devices or using a school account i will only sign up to online services as authorised by the
school

v’ Pupils should be aware that this expectation is for all online activity using school devices and school
accounts whether it takes place in school or elsewhere, and whether it takes place during the school

day, outside school hours, at the weekend or in the school holidays
When in school / in school uniform / on a school trip / representing the school

v | am aware, when | take images of pupils and / or staff, that | must only store and use these for
school purposes in line with school policy and must never distribute these outside the school
network without the permission of all parties involved. This includes school breaks, school trips
and all occasions when | am in school uniform or when otherwise representing the school

v | will not take photographs of other people without their permission or misuse a photograph in

any way

| agree to follow the online safety rules and to support the safe use of ICT at Rougemont School



Acceptable Use Agreement For Rougemont Devices and Accounts - Preparatory School

This agreement is to cover Rougemont School devices and the use of Rougemont accounts,

together with the use of Personal Devices when connecting to the Rougemont Network.

v | will only use ICT in school for school purposes

v 1 will only use my class email address or my own school email address when emailing

v | will only open links or attachments my teacher says are safe

v | will only use my own username and password and | will keep them secret—even from friends

v | will only open/delete my own files

v | will make sure that all ICT contact with other children and adults is responsible, polite and sensible

v | will be kind and helpful when giving feedback to classmates

v 1 will not look for, save or send anything that could be unpleasant or nasty. If | accidentally find anything
like this | will stop, close the laptop or put the device down, and tell my teacher or another trusted adult
straight away

v | will not give out my own/others details such as name, phone number, home address, school name,
class and location

v | will be responsible for my behaviour when using ICT because | know that these rules are to keep me
safe

v | will not take photographs of other people without their permission or misuse a photograph in any way
v | will support the school approach to online safety and not upload or add any images, video, sounds or
text that could upset any member of the school community

v | will not create accounts on websites or apps unless my teacher or my parents/carer says it’s okay and |

| am old enough.

Adults check what we do online to help keep us safe. If the school is worried about my safety, they will talk

to me and may tell my parents.
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